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DETAILED ACTION 

1. Claims 1-14 are pending. Claims 1, 3 and 6 have been amended. 



Response to Arguments 
Applicant's arguments filed 1 1/02/04 have been fully considered but they are not 
persuasive. 

2. With respect to Claim 7, the attorney argues that Werner does not teach ''detecting 
eavesdropping based on a change in probability distributions of two amplitude components 
which are 90 degrees-phase apart from each other, " Werner discloses the beams that are 
separated into two orthogonally polarized components on column 2 of page 639, last paragraph. 
Orthogonally polarized suggests that they are 90 degree phase apart from each other. 

3. With respect to Claim 2, 3 and 6 the attorney argues that 'Bethune is not concerned with 
splitting a light signal from a transmission source side into an intense reference signal and a 
weak transmission signal which is so weak that a change in its quantum mechanical state is 
detectable, ' Bethune meets this limitation on column 2, lines 28-37 and further on column 3 
lines 47-67. When P2 (the second beam component) retums to C25 a portion of it is directed 
back to the laser and detector. This directed portion is obviously weaker than the entire P2 signal 
and it is then fed into a detector. The detector should then detect its lower quantum mechanical 
state. 
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Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claim 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over Werner et al 
(Eavesdropping using quantum-nondemolition measurements). 

With respect to Claim 1, Werner et al meets the hmitation of "a quantum cipher 
communication system characterized by the step of detecting eavesdropping based on a change 
in a quantum-mechanical probability distributions of two amplitude components which are 90 
degrees-phase apart from each other measured by a recipient using a difference signal derived 
from a signal light which change is produced by an eavesdropping operation" on page 639 and 
640, column 1 . The joint detection probabilities for both polarizer one and two depend on phase 
and amplitude of the signal The eavesdropping operation is represented by the quantum- 
nondemolition measurement of photon number. The recombined beams on page 640, column 1 
represent the difference signal. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to assume the recombined beams to be the difference signal because the recombined beams are 
derived from an orthogonally polarized light beam that is split in two. Furthermore, the 
polarization directions are chosen by the eavesdropper. 
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Claims 2, 5, 8-1 1, 13-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Werner et al (Eavesdropping using quantum-nondemolition measurements) in view of Bethune 
(6188768 Bl). 

With respect to Claim 2, all the limitation is met by Werner et al except for the following 
limitation. 

Bethune meets the limitation of "splitting a light signal from a transmission source side 
into an intense reference signal and a weak transmission signal which is so weak that a change in 
its quantum mechanical state is detectable" on column 2, lines 28-37; and "imparting a phase 
difference between said reference signal and said transmission signal while they are in a process 
of transmission" on column 2, lines 28-37. They are orthogonally polarized and hence are 
imparted a specific phase difference. Further Hmitation of "superimposing in a transmission 
receiving side said reference signal and said transmission signal to form two output lights which 
are opposite in phase and producing a difference signal which is represented by a difference 
between said two output Ughts" on column 2, lines 28-37; and "deriving a frequency distribution 
of said difference signal as a function of a fluctuation of the quantum state of said transmission 
signal based upon or in accordance with the frequency distribution of said difference signal, 
making privacy (secret) keys respectively at said transmission source and receiving sides or 
holding in common thereby" inherently on column 2, lines 51-57 and abstract, last sentence. The 
key after being decoded is communicated to the other receiving party. Further limitation of 
"directly observing the fluctuation of the quantum state of said transmission signal" on column 2, 
lines 51-57 and column 5, lines 61-64. 
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It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Bethune within the system of Werner et al so as to enable 
a secure key distribution system between two parties. 

With respect to Claim 5, all the limitation is met by Werner et al except for the following 
limitation. 

Bethune meets the limitation of "characterized in that said reference signal and said 
transmission signal are split both in time and as polarized and then transmitted to travel along a 
common path" in the abstract. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Bethune within the system of Werner et al so as to enable 
a secure key distribution system between two parties. 

With respect to Claim 8, Werner et meets all the limitation except the following 
limitation. The limitation of "characterized in that threshold values are established, respectively, 
for positive and negative values of said difference signal, and that the state of said transmission 
signal is discriminated on the basis of said threshold values" by Bethune on column 7, lines 32- 
46. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Bethune within the system of Werner et al so as to enable 
a secure key distribution system between two parties. 
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With respect to Claim 9, all the limitation is met by Werner et al except the following 
limitation. The limitation of "characterized in that in addition to the phase modulations designed 
to transmit privacy keys, such a phase modulation is so imparted as described and having a value 
later determined for making a correction for a fluctuation of the difference in optical path 
between said reference signal and said transmission signal which develops by reason of an 
external cause" is met by Bethune on column 7, lines 32-46. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Bethune within the system of Werner et al because the 
fluctuation in the difference signal by an external cause determines if an eavesdropper has gained 
access to the communication. 

With respect to Claim 10, all the limitation is met by Werner et al except the following 
limitation. 

The Umitation of "characterized in that such phase modulations are so imparted as 
described and including those for transmitting privacy keys and those with values later 
determined are randomly repeated" is met by Bethune on column 6, lines 6-28. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Bethune within the system of Werner et al because 
introducing a randomness into the transmission process for key generation makes the generated 
key harder to guess by an attacker. 
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With respect to Claim 1 1, all the limitation is met by Werner et al except the following 
limitation. 

The limitation of "characterized in that eavesdropping is detected on the basis of an 
increase in the error rate of said difference signal" is met by Bethune on column 5, lines 64-67 
and on column 6, lines 1-5. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Bethune within the system of Werner et al because 
detection of an eavesdropper allows the user to know that the keys are no longer secure and are 
to be discarded. 

With respect to Claim 13, all the limitation is met by Werner et al except the following 
limitation. 

The limitation of "characterized in that said two output lights are converted into 
corresponding electric signals through photoconductor diodes" is obvious over Bethune, Fig, 3A 
and3B. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Bethune within the system of Werner et al because 
conversion of the light signal to an electric signals allows the system to be able to measure the 
difference signal so as to decipher if the signal has been eavesdropped. 
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With respect to Claim 14, all the limitation is met by Werner et al except the following 
limitation. 

The limitation of "characterized in that for said photoconductor diodes, use is made of 
silicon photoconductor diodes when the light has a wave length of 600 nm to 900 nm, and of 
InGaAs phbtoconductor diodes when the light has a wave length of 1000! nm to 1500 nm" is 
obvious over Bethune on column 4, lines 39-43, 66-67 and column 5, lines 1-6. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Bethune within the system of Werner et al because 
conversion of the light signal to an electric signals allows the system to be able to measure the 
difference signal so as to decipher if the signal has been eavesdropped. 

Claims 3, 4, 6 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bethune (6188768 Bl). 

With respect to Claim 3, Bethune meets the limitation of "a first beam sputter for splitting a light 
from a Ught source into a transmission signal and a reference signal" on column 2, line 67 and 
column 3, lines 1-2. The light is split into two signals and because these signals are polarized 
orthogonally, this makes splitting of the beams into a transmission and a reference signal 
obvious. Bethune meets further limitation of "a phase modulating means for imparting a phase 
modulation to said transmission signal" on column 2, lines 63-67; and "a light attenuator for 
converting only said transmission signal into a weak transmission signal which is so weak that a 
change in its quantum state is detectable" on column 3, lines 47-67 (When P2 (the transmission 
signal) returns to C2, only a portion of it is directed back to the laser and detector. This directed 
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portion is obviously weaker than the entire P2 signal and it is then fed into a detector. The 
detector should then detect this change in its quantum mechanical state. 

By scattering the light pulse, a weaker signal emerges. Further limitation of "a phase 
modulating means for imparting a phase modulation to said reference signal, said system also 
including, operative after a relative phase difference is imparted between said transmission and 
reference signals" is met in the abstract; and "a second beam splitter for superimposing said 
phase modulated weak transmission signal and said phase modulated intense reference signal to 
form two output lights" on column 5, lines 32-41 . PBSl and PBS2 are the two beam splitters. 
Bethune meets the limitation of "a first and a second photoelectric conversion elements for 

converting said two output lights fi-om said second beam splitter into two corresponding 
electric signals which are opposite in phase" on column 6, lines 6-14; and "an amplifier for 
amplifying a difference signal representative of a difference between said two output lights to 
output an amplified corresponding voltage" on column 6, lines 20-28 and 1-5. The difference 
signal is represented by the combined signals. The amplifier is represented by the power meter 
monitor because it detects a difference in both signals and decides if the signal has been 
eavesdropped. 

It would have been obvious to one of ordinary skill in the art at the time of the invention to 
have an amplifier present in the invention because the presence of an amplifier within the power 
meter monitor will amplify the difference signal so that the signal can be accurately measured to 
determine if it has been eavesdropped. 
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With respect to Claim 4, Bethune meets the limitation of "characterized in that said phase 
modulating means includes a mirror movable by a distance as small as the wave length of an 
incident Hght" on column 1, Unes 43-53, column 2,lines 5-12 and 58-63. 

It would have been obvious to one of ordinary skill in the art at the time the invention was 
made to have the Faraday mirror be adjustable by the distance as small as the wavelength of an 
incident light because this would enable the mirror be able to polarize the light pulse as 
accurately as it does. The faraday mirror introduces a change in phase of the light pulse. 

With respect to Claim 6, Bethune meets the limitation of "a first beam sphtter for splitting 
a light from a light source into a transmission signal and a reference signal" on column 2, line 67 
and column 3, lines 1-2; and "a first light polarizes for polarizing said transmission signal through 
longer one of two distance paths" on column 2, lines 37-42, 45-48 and 51-57; and "a light 
attenuator for converting only said transmission signal into a weak transmission signal which is 
so weak that a change in its quantum state is detectable" on column 3, lines 47-67 When P2 (the 
transmission signal) returns to C2, only a portion of it is directed back to the laser and detector. 
This directed portion is obviously weaker than the entire P2 signal and it is then fed into a 
detector. The detector should then detect this change in its quantum mechanical state. The 
scattering of the light pulse inherently weakens it. Bethune meets further limitation of "a first 
phase modulating means for imparting a predetermined phase modulation to said transmission 
signal and a first polarized beam splitter for receiving said intense reference signal having passed 
through shorter one of two distance paths and said transmission, signal and returning the 
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received signal to travel along a common optical path, said system also including, operative after 
a relative phase difference is imparted between said transmission and reference signals and 
included in a transmission receiving side" on column 5, lines 32-44; and "a second polarized 
beam splitter for isolating from each other said transmission and reference signals transmitted 
through a single optical fiber" on column 5, Unes 32-33; and "a second phase modulating means 
for imparting a phase modulation to said isolated transmission signal through shorter one of two 
distance paths" on column 2, lines 42-48; and "a second light polarizer for polarizing said 
isolated reference signal through longer one of two distance paths" on column 5, lines 32-41; and 
"said system further including a second beam splitter for superimposing said transmission and 
reference signals which are coincident with each other in time and polarization to produce two 
output lights" on column 4, lines 53-54 and column 5, lines 32-41. PBS2 is the second 
beamsplitter. Further limitation of "a first and a second photoelectric conversion elements for 
converting said two output hghts into corresponding electric signals which are opposite in phase" 
is met on colunm 6, lines 6-14; and "an amplifier for amplifying a difference signal 
representative of a difference between said two output lights to output an amplified 
corresponding voltage" is met on column 6, Unes 20-28 and 1-5. The difference signal is 
represented by the combined signals. The amplifier is represented by the power meter monitor 
because it detects a difference in both signals and decides if the signal has been eavesdropped. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to have an amplifier present in the invention because the presence of an amplifier within the 
power meter monitor will amplify the difference signal so that the signal can be accurately 
measured to determine if it has been eavesdropped. 
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With respect to Claim 7, Bethune meets the limitation of "characterized in that a third 
light polarizes is provided in an output side of said optical fiber for making a correction for a 
disturbance of polarization of said reference signal" on column 5, lines 32-38. 

Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Werner et al 
(Eavesdropping using quantum-non demolition measurements) in view of Bartelt et al (The 
Wigner Distribution Function — An Alternative Signal Representation in Optics). 

With respect to Claim 12, all the limitation is met by Werner et al except for the following 
limitation. 

The limitation of "characterized in that eavesdropping is detected on the basis of a change 
in a Wigner distribution function that indicates a quantum mechanical state of said difference 
signal" is met by Barteh et al on page 260. 

It would have been obvious to one of ordinary skill in the art at the time the invention was 
made to combine the teachings of Bartelt et al within the system of Werner because the Wigner 
distribution function is an effective way to determine if the signal has been eavesdropped. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
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MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tracey Akpati whose telephone number is 571-272-3846. The 
examiner can normally be reached on 8.30am-6.00pm, 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an appUcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EEC) at 866-217-9197 (toll-free). 
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